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Data Center Operator and Managed Services Provider

Managed Colocation
AFive points of physical security
AN+1 power and cooling
A24/7 on-site support

Redundant, Reliable Bandwidth
ALOGb private mesh network
AMultiple ISPs and Fiber Access
ABGP route optimization

Enterprise nlights

Server Management and Monitoring

Backup/Restore

Managed Security

Business Continuity/Disaster Recovery
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Best Practices for
Business Continuity
Disaster Recovery
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Definitions

Disaster Recovery -- The ability to react to a business interruption
and recover information technology (systems, data, applications,
processes, people) according to a plan.

Business Continuity -- The discipline of maintaining the
operation of a business despite interruption of its processes, in
whole or in part, regardless of cause or duration.

Hot, Warm, Cold Site -- A second site that is geographically
separate from the primary data center. The hot site is fully
operational with replicated data. The warm site is immediately
available for recovery. The cold site is identified but requires
provisioning prior to recovery
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Definitions

Recovery Time Objective -- How quickly can full operation be restored?
Recovery Point Objective -- How current is the data that is being restored?

Managed Storage -- Location of your data. How storage is used is what
defines it as production vs. backup. Production is intended for real-time data
use and access. Backup ensures that your data are available to your users in
the event of disaster. The focus is availability and retention.

On-lineT Production data with real time access and immediate
updates. Typically stored on server or disk-based hardware on primary
platform.

Off-line i Backup data stored on separate media. Typically backed up in
batch process and stored in separate physical location.

Near-line i Backup data stored on separate media. Typically backed up
continuously and stored in separate physical location but quickly
accessible.
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Trends

AShift to Internal Solutions T Self Sourcing

ARegulatory Compliance

ACompetitive pressure for higher level of compliance/availability
Anticipating complete loss of primary Facility

ARethinking acceptable distance

BCDR/ Data Retention viewed as
AExpanded Internet Dependence

AGlobal Computing/Remote Workers

AServer Consolidation
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Why this Matters

Network Failure
4%

Contaminatio
2%
Burst Pipe
2%
Forced Evacuation
1%
HVAC Failure
1%
Delayed Relocatio
1%

Snow/Wind Storm Elood
7%

10%
Riot

Fire
1%

11%

Earthquake
Power Outage 9%
15% Hurricane
HW Error

9%
SW Error
Bombing 8%
12% 7%

Source: Disaster Recovery Journal
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Why this Matters

Two out of five companies that experience a catastrophic event or prolonged

outage never resume operations, according to the Gartner Group, an industry
consulting firm.

Of those that do, one out of three goes out of business two years later.
That means a full 60% of all organizations affected by a major interruption go out of

business within two years, for various reasons, including the cost of trying to
resume operations and losing the goodwill of customers.
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Recovery in the Balance

RTO RPO $

Disaster Recovery Has

Recovery Time Recovery Point .
Objective: Objective: A cost:

AAdditional Hardware
How long can you How much data )
be without the loss can you AAdditional Personnel
data? afford? AFees for Services
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Best Practices T Risk Assessment

ABusiness Impact Analysis
AVital Records Program

ARecovery Strategy Development
ABusiness Recovery Plan
ATechnology Recovery Plan

ATesting Program
AMaintenance
AContinuous Improvement

Technical
Script
Development
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Best Practices - Systems

A Location, Location, Location
T Non-Flood, Non-Evacuation

I Distance between Primary data
center and Hot Site

I Location on Power Grid
I Accessibility 7x24x365

A Fail-over within the
Application

I Special software R I | o ‘
I Hardware components P ng, = R [
A Fail-over within the Cabinet B2 oo
T Dual hardware S
components C
i Private meshed network S Al
ONE) .-

A Fail-over across a Region
I Dual hardware components
I Private network connection (Point to Point, VPN)
I Frequent Replication (Business MTR driven)

INTERNET
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Best Practices -- Backup

A

Synchronous Replication

. Asynchronous Replication

C
, Electronic Vaulting
High
O Availability
Services , Disk-based backup
S |
. Daily Tape Backup 7 3" Party
Electronic Vaulting : . :
T e . Daily Tape Backup with Vaulting

Physical

: Weekly Tape Backup
Vaulting

— - s ——y
R E C O V E R Y T | M E Source: Iron Mountain

Atlanta :: Charlotte :: Jacksonville :: Louisville :: Nashville :: Raleigh :: Richmond i Tampa



http://www.peak10.com/News-Events/pr_detail.asp?id=367

Best Practices I Workspace Recovery
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