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7:30AM T 8:30AM: Continental Breakfast and registration

8:30AM T 9:45AM: VMWare overview and DR Discussion

Challenges of Traditional Disaster Recovery
Virtualization Overview
Using VMware Virtualization for Better Disaster Recovery

9:457 10:00 Break
10:00 7 10:45: Peakl10 Disaster Recovery and Overview
10:45 7 11:30: Customer Solutions

11:30 7 12:00PM Q&A




GroundForce IT Services Include:

Anfrastructure design, implementation, and support
IServer Virtualization and Consolidation

Avirtual Private Networking/Remote Access
ASecurity Audits and Assessments

MDesktop hardware and peripheral support

MAardware and Software Procurement
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Tom Twyman, Sr. Systems Engineer I VMware, Inc.




Requirements for Disaster Recovery

Minimize Downtime

Minimize
Risk

Control
Cost

93% of companies that
lost their data center for
ten days or more due to
a disaster filed for
bankruptcy within one
year of the disaster.

--National Archives and Reco
Administratior

rds

—
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92% of users surveyed
acknowledged that their
companies would face
serious consequences if
they had to implement
their disaster recovery
plans.

--Dynamic Markets Lt
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73% of executives

expressed concern with
the costs associated with
maintaining a secondary
data centre

N

--Beacon Technology Partners
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Challenges of Disaster Recovery

Minimize downtime

Reduce risk

Control cost

www.GroundForcelT.com

Many manual processes for recovery
Multiple steps to overcome hardware differences
Incomplete or owdf-date runbooks

Testing requires additional hardware and
infrastructure

Usually only data is regularly and cleanly updated
Frequent failures during recovery

Simplest recovery requires identical hardware
|dle recovery hardware is impossible to repurpose

Additional products necessary for recovery to
dissimilar hardware
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Traditional x86 Server Architecture apgjication
ATied to OS instance and to hardware

A Single major workload per system

Application
/ Operating System
f _ A Customized to hardware (drivers, regis
Operating Sys@ settings, configuration, etc.)
= A Often on internal storage
> Ser — Server Hardware
AMemory, 1/0, CPU
AFirmware
Q Storage —_— Alnternal storage
Storage
A Low (<10%) average utilizatio Alnternal, DAS, NAS, SAN, etc.
[ Consequenced Software tied to hardware j
A Singlepurpose hardware
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Traditional x86 Server Protection
What to Protect

A Multiple elements to protect

Application Application installation to ensure recoverability
Application configuration s Requires multiple
technologies and processes

é 2
0 tin e OS configuration A System disk backups
PErating SysteM| og customizations 4 Backups and/or replication
7 for applications and data

Hardware configuration A Tracking of hardware

\_
4 R

Server | Firmware level & settings configuration requirements
\. ‘ System disk

c Storage  Application data
PP
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Disaster Recovery for Traditional x86 Infrastructurastest, easiest recovery require
duplicate datacenter

) ) A Servers

g Production g Recovery

A Rack space

H H H H H H H H i Network infrastructure

A Storage infrastructure

A Power and cooling infrastructure

% m « Duplicating datacenter creates

ongoing burdens

A Ongoing management to keep
iIdentical to production

A Idle except for occasional tests
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Traditional Disaster Recovery Process

( PI‘OdUCtiOn \ ( Recovery \

o8 0

o

/%
- Y, \—/'@ - y,

Copy important data Transfer data to Start system and
AHardware configuration ~ '€covery site application recovery
A System disk ABackup tapes AOS recovery
A Application installation ACD6s/ DVD®6s A Configuration
A Application data Almages (e.g. Ghost) AData recovery

AReplication ATesting
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Complications of Traditional Recovery

Variety of information and data to protect

A Separate processes for system and data disks

A No easy way to track server configuration

A Tapes can be misplaced, mislabeled, or corrupted
Complex recovery process

A Bare metal recovery processes

A Falled recoveries due to hardware dependencies

A Many manual steps prone to user errors
Inability to test recovery sufficiently

A Additional infrastructure

A Disruption to operations

4 Recovery

www.GroundForcelT.com A www.Peakl0.com A www.VMware.com



What Is Server Virtualization
VMware server virtualization packages hardware, OS, and applications into a portable virtual

. . . machine package . . .
Before Virtualization After Virtualization

4
Operating System

Operating System

Hardware Configuration

. J

A Software tied to hardware

A Single OS image per machine A Multiple workloads per machine

A One application workload per OS A Software independent of hardware
A System, data, apps are files
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VMware Virtualization
Enablers for DR /

AEliminate need for 1:1
hardware duplication for DR

Hardware Independence

AEliminate risk of hardware
nNnconfili gurati or

£

ARe-use older servers for DR

Run a virtual machine

on any server without \ j

modification .
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